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Overview

On December 9% 2021, a 0-day exploit in the Java logging library log4j (version 2) published as CVE-2021-
44228, (critical CVSSv3 10) was divulgated.

Impact

Remote Code Execution (RCE) by logging a certain string.

Affected Apache log4j2 versions

2.0 < Apache logdj<2.14.1

Intesis’s action

Intesis has made the necessary patching on his STCloud, AC cloud and Airconwithme cloud infrastructure.

HMS Recommendations

Monitor HMS Security Advisory page which is updated as soon as new information is available about
Security.

Additional information

Intesis website vulnerability notification: https://www.hms-networks.com/cybersecurity.
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